Using a conversational
agent for training school
students
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“&c;@u"gfe:gum A. How to protect my private data (and my trust in
information)?

To protect your private data and maintain trust in information, consider the following
Iearning objectives, which focus on empowering students to navigate the digitﬂl world

more SBCUI’EU and FESpOr‘ISibly.

DATAPRY

A.1 Identity Management:

Curriculum on data protection e N
a) Secure Identification: Learn to secure your electronic identification through

methods like strong, unique passwords and two-factor authentication.

Bernd Remmele, Zlatko Valentic .
b) Usage Awareness: Regularly question how and where to use and share
University of Education Freiburg

personally identifiable information securely. Understand the risks associated

Freiburg 2024
with sharing personal data.
¢) Anonymity Measures: Use measures to hide your identity online, such as VPNSs,
encrypted communication tools, and privacy-focused browsers.

Funded by the European Union, Views and opinions expressed are however those of the author(s) only and do
not necessarily reflect thase of the European Union or the European Education and Culture Executive Agency
(EACEA). Neither the European Union nor EACEA can be held responsible for them
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Class-room Education

Strengths: Engagement
and interaction
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Strengths:

Empathy, pedagogical adaptation,
personalised learning, higher-order thinking
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DataPro Project

Use in Teaching

How-to
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Mid School
12 -15y

and

High School
16 - 19y
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Teaching Support:

Out-of-the-box. - Pickand choose

I content
Teachers : .
Adaptin less - Des|gn your
than 1 hour students’ learning
experience
Teacher- . .
controlled Al-assisted Learning :
n - Self-adapting
Atelier Classes [N Tutorials
for Students 1x a week, - Diagnostic exams

Student-created
challenges

during 3 weeks -

Student-Al Teaming:
- Self-directed

Al-recommended

Outside f\ leaml.ng when you
— need it.
Classroom _
continuous - News and

recommendations in
data protection.

How to:

Pilot
classes

High School
16 - 19y
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GEIGER; Conversational Agent

Learning Journey

Conversation Style

Playful 12-15y

Pseudonymous

Child-Safe

Data-Protection
Awareness
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Q&A

Tutorial
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Conversation Skills

Drawings

Challenges

Content Knowledge

Data Protection



GEIGE@ Conversational Agent

Learning Journey

—
EU 2.8
- Co-funded by My EUR-Lex  English
the European Union
EUR-Lex

| Access to European Union law

T D

© Search tips Need more search options? Use the Advanced search

Content Knowledge

i Document 32016R0679 Share

1 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to
DATA P R O the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC | Data i lati
(Text with EEA relevance)

0JL 119,4.5.2016, p. 1-88 (BG, ES, CS, DA, DE, ET, EL, EN, FR, GA, HR, IT, LV, LT, HU, MT, NL, PL, PT, RO, SK, SL, Fi, SV)

P la yf O Inforce: This act has been changed. Current consolidated version: 04/05/2016

ELI: http://data.europa.eu/eli/reg. 679/0j

Curriculum on data protection Expand all  Callapse
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v Text

4.5.2016 Official Journal of the European Union L1191

REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 27 April 2016

Funded by the European Union. Views and opinions expressed are however those of the author(s) only and do
nol necessarily reflect those of the Euopean Union o the European Education and Culture Executive Agency
(EACEA). Neither the European Union nor EACEA can be held responsible for them

on the protection of natural persons with regard to the processing of personal data and on the free movement of such data,
and repealing Directive 95/46/EC (General Data Protection Regulation)

Data Protection

THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,

(Text with EE.

Having regard to the Treaty on the Functioning of the European Union. and in particular Article 16 thereof.

Having regard to the proposal from the European Commission,

for

Challenges
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GEIGER; Conversational Agent

Learning Journey
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Conversation Style Conversation Skills Content Knowledge
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System Prompts: Your wording and phrasing should be aimed at
pupils at the age of 12 to 15. Your language should be playful.

Tutorial/
Quiz

Data-Protection Drawings
Awareness

Playful 12-15y

Pseudonymous

Child-Safe

Data Protection

Challenges
© cyberGEIGER GmbH



GEIGER; Conversational Agent

Learning Journey
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Conversation Style Conversation Skills Content Knowledge
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Q&A
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Demo
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ChatGPT vs. GEIGE\R\; Conversational Agent

ChatGPT GEIGER Conversational Agent

GEIGER:

Data protection awareness
under European regulations and
data-stays-in-school option.

Data export and processing
in North America
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