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OVERVIEW

. DATAPRY
« Background to DataPro Curriculum approach

* previous projects

 other approaches

IDEA BEHIND THE DATAPRO -%ﬁ

e
DATAFPRE

e Structure and principles of DataPro Curriculum it

* The growth of information, immatenal work, communscation
networks ... makes the world more complex

i Ta rg et g ro u p( S ) * Information (e.g. rules} is alsc a way to reduceforganise complexity.

* What are the rules for you to take pan?

° | ! | * Data has become a maor asset - often as a by-product of general
O p I C a human agency.

= Who owns it?

* Discussion



BACKGROUND - OTHER APPROACHES }_
)

DATA PR
« EU - DigComp
* EU - DigCompEdu
« Unesco - Digital Kids - Asia Pacific
« Geiger - Curriculum (Horizon 2020) GEIGE@

* Revisited in MECyS - Micro-Entreprise CyberSecurity (erasmus+)



DIGCOMP2.2

. Browsing, searching and filtering data, inforrnation and digital content
. Evaluating data, information and digital content
. Managing data, information and digital content

Information

and data literacy

. Interacting through digital techriologies

. Sharing information and content through digital techriologies
Communication 3. Engaging in citizenship through digital techniologies

and collaboration 4. Collaborating through digital technologies

. Netiquette

. Managing digital identity

* 5 Competence Areas

e different amounts of

'‘Competences’
. Developing digital content

Digital content .2. Integrating and re-elaborating digital content
creation .3. Copyright and licences

.. . Programming

8 Proficiency Levels
. Protecting devices

. Protecting personal data and privacy
. Protecting health and well-being

. Protecting the environment

* ‘basic’ to ‘advanced specialiced’

. Solving technical problems

. Identifying needs and technological resporises
. Creatively using digital techriologies

. Identifying digital competerice gaps

Problem solving
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DIMENSIOMN 1= COMPETENCE AREA

1. INFORMATION AND
DATA LITERACY

DIMENSION 2 = COMPETENCE

1.1 BROWSING,
SEARCHING AND
FILTERING DATA,
INFORMATION AND
DIGITAL CONTENT
To articulate information needs |
to search for data, information and
content in digital ermvironments,

to access them and to navigate

between them. To create and update
personal search strategies.

DIMEMSION 35 - PROFICIENCY LEVEL

At basic level and with

adentify ry Information neads, fird data, information and content
through a simple search in digital environnsants,

g guidance, | can < find how [0 &Ccess these data, mfonmation and content and navigate between them,

E - identify simple personal seanch strategles.

- AL hiasic lovel and - identify my Information needs,

2 % with autonormy and «  find data, mfonnation and confent through 3 simple search in digital emdonments,
apprognate quidance . find how to acess these data, information and content and navigate betwoen them.
where needed, | car: identify simple personal search strategles.

= explain my nformabion needs,
O iy cwm and »  perform well-defined and routine searches to fird data,
|! 3 | sobing straightforward irfoirmiation and content In digital essinoniments,

< problesns, | care - explain how to access thern and navigate betwoen them,

Independently, according .
to my own needs, and
4 | sobving wedl-defined and

explain well-defined and routine personal search strategles.

illustrate inifonnation needs,

organise the searches of data, mformation and content in digital envirorrments,

describe how to aocess these data, mformation and content, and navigate between them,

nar-routine problens,  °
| can: < organise parsonal seanch strategles.
»  respond to Information needs,
s | Aswell s guiding «  apply searches to obtain data, wfonmation and conbent o dkgital emanerments,
others, | care -« show how to access these data, Infonmation and content and navigate between them.

propase personal search strateqgies.

At advanced level,
according to ny own
& || needs and those of
others, and in cormplesx
contexts, | canc

a55e55 Information noods,

adapt iy seanching strategy to find the most appropriate data,
inforrmation and content in digital ervironments,

explain how to access these most appropriate data,
infioniation and content and navigate Jong them,

vary personal search strategies.

", | Athighly specialised
:\____ o lewed, | cane .

0| At the most advanced 8
. 8 | and spedalised level, |

| A .

create solutions to complex problems with limited definition that are retated
ko browsing, searching and Alkerng of data, information and digital content,

integrate miy knowladge to contribute to professional practice and knowledge
and guide others i hiowsing, searching and Altesng data, pfonmation and digital costent.

create solutions to solve complex problems with many interacting factors that
are refated to browsing, searching and filtenng data, miformation and digital content.

propose new |deas and processes to the fiold




DIMENSION 1 = COMPETENCE AREA DIMENSION 2 « COMPETENCE

1. INFORMATION AND L1, BROWSING,

D DATA LITERACY FILTERING DATA,
| INFORMATION AND DATA PRY
G DIGITAL CONTENT
g DIMENSION 3 - PROFICIENCY LEVEL
= identify my Information needs, find data, informmation and content

M . At hasic level and with through 2 simple search in digital environimsnts,

E quidance, | canc = find how o access these data, information and content and navigate between them,
P E - identify simple personal searth strategles.

s - with autonomy and « find data, nfonmation ard content through 2 simple search in digital emdronenents,
2 apprograte guidance - find how to access these data, information and content and navigate between them.

where needed, | can: - identify simple personal search strategies.

2

DIMENSION 4 = EXAMPLES OF KNOWLEDGE, SKILLS AND ATTITUDES DIMENSION 5 = USE CASES




DIGCOMPEDU

Educators’ professional
competences

PROFESSIONAL
ENGAGEMENT

Organisational
communication

Professional
collaboration

Reflective practice -

Digital CPD

Educators’ pedagogic
competences

DIGITAL
RESOURCES

Selecting
Creating & modifying

Managing,
protecting, sharing

ASSESSMENT

Assessment strategies

— Analysing evidence

Py Feedback & planning

TEACHING
AND LEARNING
P 0 Teaching

e 0 Guidance

0 Collaborative leaming

/rC 0 Self-regulated learning

EMPOWERING
LEARNERS

J Accessibility
& inclusion

T Differentation
& personalisation

J \ Actively )

engaging leamers

Learners’
competences

FACILITATING
LEARNERS' DIGITAL
COMPETENCE

Information &
media literacy

Communication
Content creation
Responsible use X

Problem solving




DIGCOMPEDU

» 6.4 Responsible use

To take measures to ensure learners’ physical, psychological and social wellbeing
while using digital technologies. To empower learners to manage risks and use digital
technologies safely and responsibly

* "To enable learners:

To protect devices and digital content, and to understand risks and threats in digital
environments.

To understand safety and security measures.
To protect personal data and privacy in digital environments.

To understand how to use and share personal information while being able to protect
oneself and others from damages.

To understand that digital services use a “Privacy policy” on how personal data is used "




UNESCO-DIGITAL KIDS-ASIA PACIFIC

Table 15: Answers to question B17:"How will you react when you find that your personal
information is misused, compromised or acquired without permission online?”

ot |1

@ Change password 808 777 758 715 764
@ Review privacy settings
and choose a more secure 75.1 528 649 85.2 683
password
@ Use a report button 240 239 559 506 405
@ Disable or delete the
account and make a new 386 608 438 332 446
account
© Askparents/careghversto |, , 289 137 148 215
help
® Ask teachers to help 178 155 43 5.7 10.1
@ Report the issue to the
police and show them 119 288 302 243 249
what happened
® Don't know what to do 58 50 32 16 38



[ ]

o e

« Domain 2: Digital Safety and Resilience ... refers to the ability of children to protect themselves
and others from harm in the digital space

UNESCO-DIGITAL KIDS ASIA PACIFIC

« 2.1 Understanding Child Rights: The ability to understand legal rights and obligations within
the global and local context.

» 2.2 Personal Data, Privacy and Reputation: The ability to understand how to use and share
personally identifiable information while being able to protect oneself and others from harm.
Be able to implement strategies for information and device security ...

« 2.3 Promoting and Protecting Health and Well-Being: The ability to identify and manage
health risks, and use digital technology in order to protect and improve the physical and
psychological well-being of oneself and others.

« 2.4 Digital Resilience: The ability to be preventative, reactive and transformative, allowing
young people to avoid or cope with the risky situations they face, and improve themselves.



GEIGER - CURRICULUM

» Cybersecurity and Data Protection clearly overlap for IT-lay persons in MSEs. DATAPRE

Level Target group Learning content
(within MSESs)

1 IT-lay persons + General basic Cybersecurity + basic Data Protection
5 IT-lav persons General cybersecurity for MSEs + general Data Protection
yp (+ GEIGER specifics)
» General cybersecurity for MSEs + general Data Protection
(Lay) IT-
3 interested or « Implementation of cybersecurity measures in the own and/or other
experienced MSEs (with support of the GEIGER toolbox and further GEIGER
persons services)



GEIGER - CURRICULUM

Data Privacy — Level | — Basic (partly ,pre-business’)

acknowledged responsibility of companies for the personal data they process

risks for companies not complying with the 'General Data Protection

acknowledged Regulation' (lawfulness)

experienced exemplary consequences of non-compliance

identified categories of data (personal data, special categories)
acknowlegded the core principles of data minimization, lawfulness,... (Art. 5 GDPR)
identified reasons for lawful processing of personal data (Art. 6 GDPR)

acknowlegded the rights of individuals



HOW TO PROTECT YOUR PERSONAL
DATA AND THAT OF YOUR FRIENDS?

 Data Protection is placed between individual

agency, surveillance and making money.

Thus the curriculum focuses on three interrelated
topics. and how young people understand these:

 personal data usage/protection,

- data protection as field of human rights,

 the complex value(s) of data.

Privacy is liberty

Respect for Privacy - Self-
human rights Determination
Internet
inclusivity?
Dataas
Human Right Power of
Data Privacy uma g Privacy
Risks : o
Privacy policies
Against - -
misinformation Protection Against behaviour
of others control

Behaviour as

i identifier
Protecting Dataas
Data Asset
Information Trading Data

validation
Selfprotection Data minimisation Making Money
from Data

Identity mangement

Against
Deception



STRUCTURE AND PRINCIPLES

* Target group(s) DATAPRY

« Secondary students (mainly SEC 1, i.e. no specialization)
* Teachers, teacher trainees, teacher trainers

e Further educational stakeholders

* As a general competence for competent, sovereign, resilient,
healthy ... acting with personal data there is only one level in
the curriculum - fundamental for an information society / data
economy.



STRUCTURE AND PRINCIPLES

* 'Protecting Data’
refers to the practicalities of data protection and cyber security as e
understood in many guidelines.

 '‘Data as Human Right’ =
from a general education perspective - refers to the significance of
informational self-determination as part of a modern human rights

catalogue.

» 'Data as Asset’
takes an economical stance, to explain how the data industry works

and how individuals can benefit from the value of their data.



STRUCTURE AND PRINCIPLES

A. How to protect my private B. What makes data protection C. What makes data valuable
data (and my trust in a human right? (economically)?
information)?

» B.1 Privacy is Liberty « C.1 Making Money from Data:
* A1ldentity Management « B.2 Privacy - Self- « C.2 Behaviour as Identifier
« A.2 Selfprotection Determination

« C.3 Against Behaviour Control

A.3 Against Misinformation B.3 Power of Privacy

« C.4Trading Data:

A.4 Information Validation B.4 Respect for Human Rights

B.5 Data Privacy Risks

A.5 Protection of Others

A.6 Data Minimisation B.6 Internet Inclusivity

A.7 Against Deception B.7 Privacy Policies:



£}
EXEMPLARY LEARNING OBJECTIVES "
Ie))c

A.2 Selfprotection: DATAPR®

a) Communication Controls: Know and use measures to stop

receiving unwanted messages or emails, such as spam filters and
email rules.

b) Tracking Management: Implement measures to limit and
manage the tracking of your activities on the internet, including
the use of browser extensions that block trackers and cookies.

c) Security Measures: ...



£}
EXEMPLARY LEARNING OBJECTIVES "
Ie))c

DATAPRY
B.5 Data Privacy Risks:

a) Risk Levels: Understand that there are varying levels of privacy
risk associated with different data practices. Some data
processes, particularly those involving Al, carry higher risks.

b) Al Risks: Be aware that Al-based processes and services can
pose different levels of risk to privacy, often due to their ability to
process large amounts of data and infer sensitive information.



£}
EXEMPLARY LEARNING OBJECTIVES "
Ie))c

DATA PR
C.1 Making Money from Data:

a) Revenue Models: Learn about the main ways companies make
money from personal and aggregated data, such as through
advertising platforms and improving targeted advertising
(including political ads).

b) Service Economics: Recognise that most free internet services
are provided by profit-oriented companies, which often
monetise user data to generate revenue.



NEXT STEPS -WORK IN PROGRESS )«

* Development of syllabi / lesson plans
 Teacher training - further discussion

* School piloting




DATAPRY

WWW.DATAPRO.EDUCATION




